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Overview

This document is design to be a quick start walk-though in setting up a virtual FortiMail device utilizing the
AWS services.

Amazon Virtual Private Cloud (Amazon VPC)

Amazon VPC lets you provision a logically isolated section of the Amazon Web Services (AWS) Cloud where
you can launch AWS resources in a virtual network that you define. You have complete control over your
virtual networking environment, including selection of your own IP address range, creation of subnets, and
configuration of route tables and network gateways. You can also create a Hardware Virtual Private Network
(VPN) connection between your corporate datacenter and your VPC and leverage the AWS cloud as an
extension of your corporate datacenter.

You can easily customize the network configuration for your Amazon VPC. For example, you can create a
public-facing subnet for your web servers that have access to the Internet, and place your backend systems
such as databases or application servers in a private-facing subnet with no Internet access. You can leverage
multiple layers of security, including security groups and network access control lists, to help control access to
Amazon EC2 instances in each subnet.
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Components of Amazon VPC

Amazon VPC is comprised of a variety of objects that will be familiar to customers with existing networks:

A Virtual Private Cloud (VPC): a logically isolated virtual network in the AWS cloud. You define a
VPC’s IP address space from a range you select.

Subnet: a segment of a VPC’s IP address range where you can place groups of isolated resources.
Internet Gateway: the Amazon VPC side of a connection to the public Internet.

NAT Instance: An EC2 instance that provides Port Address Translation for non-EIP instances to
access the Internet via the Internet Gateway.

Hardware VPN Connection: a hardware-based VPN connection between your Amazon VPC and
your datacenter, home network, or co-location facility.

Virtual Private Gateway: the Amazon VPC side of a VPN Connection.

Customer Gateway: Your side of a VPN Connection.

Router: Routers interconnect Subnets and direct traffic between Internet Gateways, Virtual Private
Gateways, NAT instances and Subnets.

Peering Connection: A peering connection enables you to route traffic via private IP addresses
between two peered VPCs.

How do instances in a VPC access the Internet?
Elastic IP addresses (EIPs) give instances in the VPC the ability to both directly communicate outbound to
the Internet and to receive unsolicited inbound traffic from the Internet (e.g., web servers)

How do instances without EIPs access the Internet?
Instances without EIPs can access the Internet in one of two ways:

Instances without EIPs can route their traffic through a NAT instance to access the Internet. These instances
use the EIP of the NAT instance to traverse the Internet. The NAT instance allows outbound
communication but doesn’t enable machines on the Internet to initiate a connection to the privately
addressed machines using NAT, and

For VPCs with a Hardware VPN connection, instances can route their Internet traffic down the Virtual
Private Gateway to your existing datacenter. From there, it can access the Internet via your existing egress
points and network security/monitoring devices.



Network Information

The following diagram shows the default network design for a Public and Private VPC. We will be replacing
much of the router functionality with the FortiMail as described in the previous diagram.
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Basic AWS Network Setup

Step 1 — Setting up your AWS account

You will need to provide billing information to setup an AWS account. Once you have completed the basic
account setup you will be presented with the AWS console.
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Step 2 — Create a Virtual Private Cloud (VPC)

To allow VM instances access to more than one interface you need to create a VPC (virtual private cloud).
You need to change dashboards to VPC and for our purpose start the VPC wizard.
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It is important to note that like most multi-tenant environments AWS
reserves the first 5 IP address of each network that is created for its own
router / firewall and DHCP / DNS servers.




Step 2.1 - VPC Wizard

This next section is a visual walk-through of the VPC wizard. Select the Public and Private subnet option.
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One item to double check on step 2 of the VPC wizard is to make sure that both subnets are in the same
availability zone. Please see the Appendix for more information on availability zones.
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o) ¢ [ https://us-west-2.console.aws.amazon.com/vpc/home?region=us-west-2 #wizardFullpagePublicAndPrivate:

Services v

Step 2: VPC with Public and Private Subnets

IP CIDR block:* | 10.0.0.0/16 | (65531 IP addresses available)

VPC name: | FortiMail VPC |

Public subnet:* | 10.0.0.0/24 | (251 IP addresses available)

Availability Zone:* = us-west-2a v

Public subnet name: | Public subnet |

Private subnet:* | 10.0.1.0/24 | (251 IP addresses available)

Availability Zone:* = us-west-2a v

Private subnet name: | Private subnet |

You can add more subnets after AWS creates the VPC.

Specify the details of your NAT instance ( Instance rates apply ).

instance type:

Key pair name: | Mo key pair ¥

Add endpoints for 53 to your subnets

Subnet:  MNone v

Enable DNS hostnames:* @® Yas () No

Hardware tenancy:* | Default v

Once you have verified the network setting, click create VPC and you will see the screen below.

£ € B hips)/uswest-Z.console.aws.amazon com/ v hom e onsus wist- £ witardr ulpagePubleAndP rivate:

Fummang MAT baanos: [This =y take 2 e
mwnes )
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When the VPC setup has been completed you can review subnet and routing information on the VPC
Dashboard.
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FortiMail Provisioning

Step 3 — EC2 Launching virtual machines

Change dashboards to the EC2 dashboard. To save time, it is normally faster to get the VM provisioning
started while setting up the network. Click Launch Instance on this screen.
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Step 3. 1 — Choosing an AMI
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For this guide we have chosen the Bring your Own License version of the FortiMail VM.
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:RATINET

Product Details
Sobd by
Customer Rating
Latest Version
Base Operating System
Delivery Method
Lizense Agreement

Fortinet FortiMail-VM (BYOL)

Fortinet Fortibal-yM (BY:OL)
Fomne Fomibdal- v 5 a complete Secund Emad
Gualéayry plamnrm suskabis for ary STe ofpALTaton
i provides & SIge SOUSON 10 protect againsd
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Mods inda

LEAM Mare on AWS Markstplace

Fruticel, Inc.

waw W (0)

w53l
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Ba-hit Amarcn Maching imaces (AL}
End User License Agredmient

Step 3.2 — Instance type
Choose the instance type that matches the license. For this example we have a 1 vCPU license file.

Pricing Details
Bring Youwr Own License (B8Y0OL)

Hourly Fees

Instance Type Software EC2 Total

K3 Medum .00 S0067T  S0.06TME
M3 Lange e 0133 SOL1ZAM
W3 Extra Lange B0.00 S0265  S0208Mr
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C3 Lang Lo S0.10%  SOLID4Mr
C3 Exra Large 2000 2021 S0.20Mnr
C3 Doubls Rxtra Langs H0.00 047 S04
©4 Large .00 B8 s0.108me
4 Dxra Largs .00 209 S0200Mmr
C4 Doultda Bxtra Lange .00 0419 SO.410me
M4 Large 5000 5012 5002hr
4 Exzrm Large £0.00 $0.230  S0.2X0mr
W4 Diouble Extra Lange 000 50479 S0.ATOME
EBS Magnetic volumes

$0.05 par GR-month of provisioned ssocage

50,05 per 1 midiion 10 requests

wou will not be charged unil you launch this instance,
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Step 3.3 — Instance Details

In this step you will choose the public subnet, assign IP addresses, and add the eth1 interface (private subnet).

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Number of instances (i) 1

Purchasing option (i) Request Spot Instances
Network (i) [ vpc-daafo7bf (10.0.0.0/16) | FortivPC :| | C  Create new VPC
Subnet :i: [ subnet-81a571e4(10.0.0.0/24) | Public subnet | us-west-2 * ] Create new subnet

250 IP Addresses available

Auto-assign Public IP (j) Disable
IAMrole (i) [ None =
Shutdown behavior (i) | stop s
Enable termination protection (j) [ Protect against accidental termination
Monitoring (i) [[|Enable CloudWatch detailed monitoring
Additional charges apply.
Tenancy -:D | Shared tenancy (multi-tenant hardware) =
Additional charges will apply for dedicated tenancy.
¥ Network interfaces
Device  Network Interface Subnet Primary IP Secondary IP addresses
ethD | New network interface | | subnet-8la571led4 10.0.0.5 Add IP
ethl | Mew network interface ¢ | | subnet-86a57le3 :|  10.0.15 Add IP

Cancel Previous Review and Launch
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Step 3.4 — Instance Storage

If you are configuring this for demonstration purposes, you can change the highlighted storage size to create
a larger disk size for logging / reporting.

3. Chooss et Tyes ¥ Configureimitancs L Add Bsorege

Step 4: Add Storage

Your nsdancs will D Banched with w\xmng EHF G Do ST, Yo can atach goctonad EBS vorsmaa nnd RSIrcn sioes volemaed i WO RIS,

or e the sefings of S root volume. You can also attach addtional EBS volumes afisr unching an instance, tut not instance siors volumes. Lsarm maone
AbCRIT EFIGE ootiong in Amaran EC2

5. T natas B, Configure Sacyrty Orug L

Typo | Device | Snapshot | iz (GiB) 0 Vaolume Type | ops | Dielets on Tarmination | Encrypted |
oot foetaon 1 Brap-achCb@50 2 Cenersl Puspase (5500 B 73000 Mot Encrypied
(T3 ] Phreiul & 1 Magats § MA W

Add Hiw Yolums

ﬂ Fres tar slighis customars can gat up o )0 GB of EBS General Purposs [S5D) or Magnatc storaps. Leam mans about frea uangs Bar alignity
SN0 USEgE FeSlriCHona.

Step 3.5 — Instance Tags

It is valuable to create tags to quickly reference instance items in your AWS deployment. See the following
example.

Justin L Wirsman = Oregen =

1. Chooss AN 2. Choosd Watonoe Type 3. Contigurs Matante 4. Add Stomgs B, Tag Inslance B, Configuen Eacunty Group 7. Rt

Step 5: Tag Instance

A tng consists ol o case-sansitve sey-vaius pair. For axampie, you could define a tag with key = Kame and wiue = Webserver. Laam mom about ingging your Amazon EC2
TESHAGAS.

Way [1I7 chasash MR TILAT Walus (255 charmohis maseiom)

Kame FortiMail-VM (=]
Fubic IP 1005 =]
Frovate P [mers | &
Create Tag Ui ta 10 tags maximur
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Step 3.6 — Security groups

Amazon by default has your VPC behind a basic firewall. Since we are going to be utilizing the FortiMail, let's
create a Permit All security group and apply it to this instance.

Barvicen -~

1. Choosa Al 7. Choosa Inmance Typs 3, Confgrurm NEtans 4, Add Sronmge . Tag inatance & Configure Saourity Group 7. R

Step 6: Configure Security Group

A BBCUTiTY group i3 8 sa1 of frewall rulss that conirol tha raffic for your instancs. On this paga, you can add rules o aliow epscific Taffie 1o reach your instance. For examipis, § you
WAnI 10 S8t up & wel sanver and allow Intemet trafc o reach your Instance, add rules that abow unrestncied access to the HTTF and HTTFS pons. You can Create & new security
group or select from an ecisling ona balow, Loarn more about Amazen EC2 security groups.

Assign a security group;  (SICTeate a mew SecunTy group
(1 Balect an existing security groug

Security group nams: Permhan

Descripion:  This securivy groun was generiued by AWS Marketplace and & based an recommended seming|

Type | Protocol | Port Range | Source |
| A erallic E All CER 331 Amywbgre- £ | 0.0.0.000 E‘
Add Rule
A Warning
Ruias with source of 0.0.0.040 alow all iP addressss to ACCess your instanca. We racommand satiing Recierly groupn rules in aliow ascess tram known [P sddrasses
ony.

Step 3.7 — Key Pair and Launch Instance

Choose proceed without a keypair and use the default FortiMail username / password.
Click Launch Instance to begin the provisioning.

Select an axisting key pair or creste & naw key pair b

By o i 6 i i O A i, e i by W Tl o e T,
Py arcm o W B v P ws P i A, S s b 1 el
i bt P g o e g 0 Y Pt P Lo Wk o b sy S o s e
ey B T S

i, oy el by e b i B o S ] e B i L Sarn
W0 e g Ay Sa o 0 S A
B et me gy
B e g T | e T T P B s | sy e B
T A A

e
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Network Configuration

In this section you will be locating items such as the Network interface ENI on the
EC2 dashboard and making IP and routing updates on the VPC dashboard.

Step 4 — Configure AWS network settings

Step 4.1 - Associate a public “elastic” IP to the FE-VM public interface

On the EC2 Dashboard under the Network interface menu.
0 Locate the public interface ENI.
8  See step 4.3 for a screenshot of this menu.
On the VPC Dashboard under the Elastic IPs menu.
o If the Public IP is associated with a default instance you will need to disassociate the Public
IP before you can proceed.
0 Use the ENI of the public FortiMail interface as the object to associate the public IP.

Associate Address

Azsociats this |P addrans with an NBtANGE oF & NaTWorK Inferfaca.
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Step 4.2 — Confirm the assigned Public address

Take note of the public IP address and DNS assigned. You will use these items in later steps.

Mugtin L Wineman »  Crmgon = Halp »

ECZ Dashboard Associate Address  Disassociate Address S 8@
E 4 e T
e
Taga Filter All addresses ~ 0y Search A : ® 1 to 1 of 1 Addresses
Reporns
Limits B  Address = Insiance - Private |P Address. -~ Scope = Public DRS
= e B S20TTs2 1-BABB4ET | (FortiMail-vM) 10.0.0.5 vpc-dadnaTel Be2-54-200-TT-52.8
Instancas
Spog Fequests

Hesarvad Instances

AMIs
Bundis Tagks

Volumes
Snapahots
Swcurity Groups
Elastic IPx
Piacsment Groups
Lozd Batancers

Hixy Pairs Addrass: 54.200.77.52 =l =]
Hatwork intertaces

Public 1P 54,200, 77,62 Motwork interfoce 1D eni-3edH80
=i AUTD BOALING Instance  FEHBEAE  (EortiMail-vM) Private IP addross 10,0005
Launch Configuratons Beaps  wpe Mabwark interines swnar  1IR00RLE0000
Auto Sealing Groups Public DNS  Bel-54-200-77-52 in-wit- Allccation 1D sisallec-ePdbI1ET
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Step 4.3 — Setting up the default route for the private network.

On the EC2 Dashboard under the Network interface menu.

0 Locate the network interface ID (ENI-) of the private network and Copy the ID.
Change dashboards back to the VPC>Route Tables

o0 Edit the default route (for the private subnet) to point to the FortiMail private network
interface ID.

Justin L Wireman ~  Oregon v Help =
VPC Dashboard (A TR VS Delete Route Tabie
i o 9 8
Fittar By VPG:
None : Qs Reu ’ ¥ 1 to 2 of 2 Route Tables
r 11 Private HMame = Route Table ID = Associated With = Main = WPC
rb=McE 1 Sutnat o wipe-Dediibal (1
Your VPCs [ ] AT ok 0 Subnots Yeu wipo-DesBbelt (19
Suhnaty
| Houte Tables

Imernal Gatsways

DHCP Optiens Sets ol _N_Nal
Elastic Ps Surmrmary Roisag Subreel ARSocitions Fouts Prapagetion Tags
Poark W
waring Connactions Edit
Bacufity Destination  Tanget Sadus  Propagated
Mot ACLR 0000716 local Active  No
Security Groups 000000  oni-O0TEICES [ iBB0Ba00d  Active Mo
rtb-4701c522
Summary Routes Subnet Associations Route Propagation Tags
Destination Target Status Propagated Remove
10.0.0.0/16 local Active | No
0.0.0.0/0 eni-91752cf4| Active = No b 4
eni-91752cf4 | Private FG Interface %
No results
Add another route

Associate the private subnet to the private routing entry you have been editing in the previous steps.
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rtb-4701c522

Summary Routes Subnet Associations Route Propagation Tags
Associate Subnet CIDR Current Route Table

] subnet-43ad7926 (10.0.0.0/24) | Public subnet | 10.0.0.0/24 rib-4601c523

= subnet-40ad 7925 (10.0.1.0/24) | Private subnet | 10.0.1.0/24 Main

Step 4.4 — Disable Source / Destination check on the Private FortiMail interface.

On the EC2 Dashboard under the Network interface menu.
0 Right click and select Change Source/Dest Check
0 Select Disable and Save

Bl Services ~
ECZ2 Dashboard "
Create Network Interface Detach Actions

Events 1

Tags Filter: &ll VPG network interfaces ~

Reports

Limes Narme T - Hetwork inteili- Subnel 10 - NPCID = fone = Secarity groups
s Public subnat ani-BTbl4d2 subnat-ciGebdad  wpe-BElacdld us-west-Ia gl L

Instances subnet-chbeblad  wpc-BElecd0d us-weat-2a PemmtAll

Jpt Requests subnei-clGebdad  vpe-BEiecand us-west-Za dafaul

Utach
Ressrved INnslances

Akl Assncials Address
Bamaiis Tasks
Change Tormmnatson Fahaior
- Change Secunty Groups
Volimeas
SnapEhols AddE dit Tags

Change Descniptnon

Secunhy Groups
Efasic IPs
Fiacement GIoups
Ltad Balancers
Key Palis

|  Hetworkinterfaces
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Change Source/Dest. Check X

Nerwork Intarface enl-nSnioded

Sourcs/dest. check O Epabled
# Dizabled

Gaic

Step 4.5 - Navigate to EC2 dash to review the Instance state

Once confirming that the instance has finished provisioning and powering up check the following
items.

0 Public IP/DNS assigned

o0 Confirm the correct security group is assigned.
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Justin L W

ECZ Dushinoard
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Spot Requests

Rasarmad Instances
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Snapshots
Security Groups
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Dascrption Status Chacka Monitaring Tags
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Instance state  nuring
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Bubnet 1D subnet-B1857104
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ik}
Souron/dost, cheok  Thas

24

Availability Zons -

o 8 @
; 1t 1 of 1 Instances
Instance State - Gtalus Chocks - Alarm Stalus Publio DNS
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Step 4.6 - Access the Virtual FortiMail

Open a HTTPS session to the public IP or DNS entry provided and login with the default username
/ password, for example: https://54.200.77.52/admin (make sure to include Zadmin)

Step 4.7 — SSH to the FortiMail unit

SSH to the device using the public IP address or the DNS hostname
Issue the following commands to test access

—————————————————————————————————————————————————————————————————————————————————

_________________________________________________________________________________
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Step 6.0 — FortiMail Configuration

After you log on to FortiMail, you can start to configure the system. For details, see the FortiMail
Administration Guide on https.//docs.fortinet.com.

Step 6.1 - Update admin password

Update the FortiMail administrator password as there are many bots that attempt to log in to newly
provisioned devices on AWS subnets.

To change the admin password, go to System > Administrator. Edit the admin user and set up the
password. By default, the admin user does not have a password.

Monitor G T TSt | Access Profile

. Edit Administrator
Maintenance

Enable
Network Domain: —Systam-— —
Configuration .
Access profile: super_admin_prof v || New... || Edt...
Customization
TR Authentication type: Lacal -
High Availability [[] ¥ Change password
Cerificate Old passwaord:
. Mew password:
Encryption P
Confirm password:
Mail Settings
Trusted hosts: 0.0.0.0 i o EHE
User
o
Policy
Language: English o
Data Loss Prevention
Theme: Red Grey v || Use Current
Profile oK I Cancel
AntiSpam
AntiVirus q
Email Archiving

Log and Report
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Step 6.2 - Install the license

In the License Information widget on the FortiMail VM web-based manager, click the Upload License
link to the right of VM License, then upload the license.

' Choose File | No file chosen
Upload | | cancel |
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Appendix

Reqgions and Availability Zones

Region and Availability Zone Concepts

Each region is completely independent. Each Availability Zone is isolated, but the Availability Zones in a
region are connected through low-latency links. The following diagram illustrates the relationship between
regions and Availability Zones.

i T
Amazon Web Services
' ™ . Ty
Region Availability Region Availability
Zone / Zone
' ™y ¢ ™
Availability Availability Availability Availability
Zone Zone Zone Zone
h A b i
\. S . A
. S

You can list the Availability Zones that are available to your account. For more information, see Describing
Your Regions and Availability Zones. When you launch an instance, you can select an Availability Zone or let
us choose one for you. If you distribute your instances across multiple Availability Zones and one instance
fails, you can design your application so that an instance in another Availability Zone can handle requests.

Amazon EC2 resources are either global, tied to a region, or tied to an Availability Zone. For more
information, see AWS documentation for the complete article.
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Amazon EC2 Key Pairs

Amazon EC2 uses public—key cryptography to encrypt and decrypt login information. Public—key
cryptography uses a public key to encrypt a piece of data, such as a password, then the recipient uses the
private key to decrypt the data. The public and private keys are known as a key pair.

To log in to your instance, you must create a key pair, specify the name of the key pair when you launch the
instance, and provide the private key when you connect to the instance. Linux/Unix instances have no
password, and you use a key pair to log in using SSH. With Windows instances, you use a key pair to obtain
the administrator password and then log in using RDP.

Creating a Key Pair

You can use Amazon EC2 to create your key pair. For more information, see Creating Your Key Pair Using
Amazon EC2. Alternatively, you could use a third-party tool and then import the public key to Amazon EC2.
For more information, see Importing Your Own Key Pair to Amazon EC2.

Each key pair requires a name. Be sure to choose a name that is easy to remember. Amazon EC2 associates
the public key with the name that you specify as the key name. Amazon EC2 stores the public key only, and
you store the private key. Anyone who possesses your private key can decrypt your login information, so it's
important that you store your private keys in a secure place.

The keys that Amazon EC2 uses are 1024-bit SSH-2 RSA keys. You can have up to five thousand key
pairs per region.

Launching and Connecting to Your Instance

When you launch an instance, you should specify the name of the key pair you plan to use to connect to the
instance. If you don't specify the name of an existing key pair when you launch an instance, you won't be able
to connect to the instance. When you connect to the instance, you must specify the private key that
corresponds to the key pair you specified when you launched the instance. Amazon EC2 doesn't keep a copy
of your private key; therefore, if you lose your private key, there is no way to recover it. If you lose the private
key for an instance store-backed instance, you can't access the instance; you should terminate the instance and
launch another instance using a new key pair. If you lose the private key for an EBS-backed instance, you can
regain access to your instance. For more information, see Connecting to Your Instance if You Lose Your

Private Key.
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#having-ec2-create-your-key-pair
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#having-ec2-create-your-key-pair
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#how-to-generate-your-own-key-and-import-it-to-aws
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#replacing-lost-key-pair
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#replacing-lost-key-pair

Detailed VPC Diagram

A N

Instance Instance Instamce Instance
Security Growp Security Group Security Group
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Routing Table Routing Table
Router
VPC

10.0.0.0/16
y o @ )

Virtual Private Gateway Internet Gateway

Additional info and links

http://aws.amazon.com/documentation/vpc/

http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC Introduction.html
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http://aws.amazon.com/documentation/vpc/
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Introduction.html
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